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Abstract— This paper presents a general approach to dis- order to model a scenario where some of the links between
tributed detection in sensor networks in scenarios with n@y sensors and AP are non-ideal (e.g., some of links in a wseles
communication links between the sensors and the fusion ceet  co5or network may be faded), we assume that a link can

(or access point, AP). The sensors are independent and obsger ; .
a common phenomenon. While in most of the literature the be modeled as a binary symmetric channel (BSC) [12]. We

performance metrics usually considered are missed detecti and Show that selective elimination of noisy links may lead to
false alarm probabilities, in this paper we follow a Bayesia a performance improvement when tleoss-over (or bit-

approach for the evaluation of the probability of decision error  flipping) probability of the BSC increases. In particular, for
at the AP. We first derive an optimized fusion rule at the AP .51 value of the common signal-to-noise ratio (SNR) at the

in a scenario with ideal communication links. We then considr . - oo P
the presence of noisy links and model them as binary symmegi SENSOrs we determine a critical bit-flipping probabilityiefh

channels (BSCs). In this case, we show that if the noise intsity ~discriminates between two network operating regimes: for
is above a critical level (i.e., the cross-over probabilityof the BSC  values of the bit-flipping probability above this value, thest

is above a critical value), the probability of decision errg at the performance is obtained when the AP excludes the sensors
AP reduces when the AP selectively discards the information \ith nojsy links. We will also show that the use of multiple
transmitted by the sensors with noisy links. We will also sho : . .

that use of multiple observations at the sensors can be trade observations at each sensor, as pr(_)posed n [13], Increases
for increased robustness against channel impairments in 1 the robustness of the network against impairments in the
communication links. communication links. More precisely, increasing the humbe
of observations at the sensor increases the value of theatrit
bit-flipping probability discriminating for selective elsion

Distributed detection has been an active research field {§f'the sensors with noisy links. A strategy based on selectiv
a long time [1]. In particular, several approaches have begfclusion of sensors with noisy links could be obtained by
proposed to study this problem, in the realms of informatiaising a clever medium access control (MAC) protocol at the
theory [2], target recognition [3], [4], and several otheeas. AP. Therefore, our results suggest that the use @bas-layer
The increasing interest, over the last decade, for sender ngyproachto the design of sensor networks with unreliable
works, has spurred a significant research activity on 8isted communication links (e.g., wireless sensor networks) may b
detection techniques in this context [5]-[8]. an advantage.

In recent years, wireless sensor networks are becomingrhis paper is structured as follows. In Section II, we previd
more common, as, for example, in terrain monitoring aghe reader with preliminaries on distributed detectiomgiri
plications [9]. In a wireless communication scenario, $inkples, referring to a classical distributed detection sahemith
between sensors and the access point (AP) are likely to fgallel schedule. In Section IIl, the presence of noisy links,
faded [10]. In this case, most of the results proposed in th§odeled as BSCs, is considered, and the correspondingrsenso
literature are not immediately applicable, since they @®eld network performance, with single and multiple observation

on the assumption that communication links between sensgfsthe sensors, is analyzed. Conclusions and future résearc
and AP are “ideal,” i.e., the information transmitted by s@1$ directions are presented in Section IV.

is received correctly by the AP. The characteristics (imter
of capacity) of the multiple access radio channel in wirgles !l PRELIMINARIES ON DISTRIBUTED DETECTION
sensor networks are taken into account in [11], where optima We consider a classical sensor network scenario where all
configurations for decentralized detection are studied. sensors are connected to a single AP [5]. Two main approaches
In this paper, we first revisit the basic principles of disfor combining the information gathered by multiple sensors
tributed detection with binary decisions at the sensors. have been proposed.
. . - T « The first approach is referred to esntralized all sensors
TThis work was supported in part by Ministero dell'lstruzipriJniversita b . itted | h
e Ricerca (MIUR), ltaly, under the PRIN project “CRIMSON” ¢@perative observations are tran_srmtte to a central processor that
Remote Interconnected Measurement Systems Over Networks) performs a global decision.
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« The second approach is referred tadasentralizedeach to
sensor makes a local decision and transmits it to a fusion 2 /
processor, i.e., the AP, which makes the final decision,
by applying a suitabléusion rule

In this paper, all sensors mak¢ least oneobservation of a
common binary phenomenon. In other words, we consider the
binary hypothesis signal detection problem [14], withistat
cally independent observations from sensor to sensor. We wi
refer to the two hypotheses d§, and H, respectively. The
true hypothesis will be simply denoted & We will assume

that the two hypotheses are equally likely. The extension gf. 1. Decision regions for majority-like fusion rules metcase withV = 2

this work to the case of correlated sensors [15] is currentt nﬁOfSi OR (left) azd A('j\lD §fi9hr:)|- In tf;]e aﬁeséhere are :m“decrifiofns|
. . . at the two sensorsu and wuz), while within the diagram there is the fina

under investigation. _ _ decision at the APp).

We assume that there a®¥ sensors. The discrete-time

observation at theé-th sensor can be expressed as

OR AND

the remainder of this paper we will assume that the threshold

Ty =Y TNy 1) L
value 7 for local decision is the same for all sensors.
where . Once all sensors have made their local decisipng, the
y; & { 0 }f Hy AP receives an array oV binary values, and makes a final
' S if Hy decisionuy according to a fusion ruley = T'(uq,...,un).

with i = 1,2, ..., N. Assuming that the noise samplés;} As shown in the literature, the fusion rule must be based on a

are independent and identically distributed with the sanfd@ry monotonic increasing function of t;)ve decisionsaoh
Gaussian distribution\'(0, o), the common signal-to-noise!€Ngth V [5]. Given NV, even if there are®  possible fusion

ratio (SNR) at each sensor can be defined as follows: rules, one can limit herself/himself at investigating obigary
) monotonic increasing functions [3], [5]. Under the assuopt
o [B{yilHi} — E{yilHo}]” _ s°

that the SNR is the same at all sensors, these fusion rules can

SNRsenzor = o2 o2 @ pe given the following generahajority-like expression [18]:
For the sake of notation simplicity, in the remainder of the 1 i N > &
paper we will assume that? = 1, so thatSNReensor = 5°. _ i Y wi >
: ) D(uy,...,uny) = 3)
We also assume that the SNR is the same at all sensors, i.e., 0 if Yliu<k

the sensors are equivalent.
In a classical distributed detection parallel scheme, eagtherek =1,..., N. In general, ifc = 1 the OR fusion rule

sensor makes an observation of the common phenomenon,igebtained, while if = N the AND fusion rule is obtained.

cides for one of the two hypotheses, and then sends its bindtya network with V. = 2 sensors, only the OR and AND

decision, denoted as;, to the AP. In general, the decisionfusion rules are possible and they are depicted in Fig. 1.

rule at each sensor (common for all sensors) can be written a®rovided that the fusion rule is in the form given by (3),

u; = (r;), wherey(-) is a suitable decision function. Usually,the key problem consists in determining the valuekatat

the communication link between each sensor and the APnignimizes the probability of decision error, defined as

ideal, i.e., the AP receives correctly the bit transmitted by each A

sensor. In order to make a decision, thih sensor compares Pe = P{uo # H}.

the observation; with a threshold value- and computes a

binary decision, denoted by;, as follows: Based on our assumption of equally likely hypotheses

(P(Hy) = P(Hy) = 1/2), the probability of error can be
wi = (ri) = it o m<r written as
¢ =\ 0 if >

1 1
. . . P, = -P(uy = Ho|H —P(ug = Hy|Hp). 4
Obviously, v(r;) = U(r; — 1), whereU(-) is the unitary 2 (uo ol ) + 2 (uo 11Ho) “)

step function. It is possible to show that this decision rule
is equivalent to a local likelihood ratio test [16]. In [17,

is shown that selecting the same valueradfor all sensors is
an asymptotically (for large values @¥) optimal choice for
minimizing the probability of incorrect decision. Moreaye
in [17] the author shows that even selecting the same valxe
of 7 for a relatively small numberV of sensors leads a” -
negligible performance loss with respect to optimal thoéddh By applying the total probability theorem and recalling the

selection among the sensors. Motivated by this observdtionindependence among the sensors, after proper manipidation

We now first derive the expression for the probability of
decision error at the AP in a simple scenario with = 2
sensors, and we thus generalize it to the case with> 2
Sensors.

Probability of Error with N = 2 Sensors



the probability of error (4) can be expressed as ORRISERRIIINT

%[1 —O(7)]2+®(1r—5) — %@2(7' —s)
AND rule
PC — (5) 0.4
[1—®(1)]?+[1—@(1)]®(7) + 3D%(7 — 5)
OR rule
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where ®(z) £ \/%ffoo e~ T dy. The expressions in (5)
depend on the threshold and ons = +/SNR. For a given 1
value of s, one can find numerically the best threshold value 02l |+ oy
by minimizing the probability of error with respect to The P
best numerical value for depends on the decision rule (either .
AND or OR). However, it can be shown that the corresponding !

probability of error is the same in both cases: this is due fg 2. probability of error, as a function of the threshoklue 7, in a
the symmetry of the rules, with respect to all possible atroiscenario withV = 5 sensors an@NRsensor = 0 dB. Various values of;,
conditionally on the hypothesis. corresponding to different fusion rules, are shown.
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B. Probability of Error with N > 2 Sensors o _
In the general case wittv > 2 sensors, the two terms atAS m':uglvhe ly e;(pe?:tel:j ' '; can be tshh(iwn (the .resutlrt]s are nbot
the right side of (4) can be written as reported here for fack o space) tha Increasing the numoer
of sensorsV and choosing the corresponding optimal fusion
P(up = Ho|Hy) rule, the performance (in terms &t) improves drastically.

= P{less thark sensors decide faHo| 1} [1l. SENSORNETWORKS WITHNOISY COMMUNICATION

k—1
N ) . LINKS
=3 (Vp-ew-arec-n © _ |
—o \! While all previous results apply to a sensor network scenari
P(ug = Hy|Hyp) where the communication links between sensors and AP are

ideal, in a realistic scenario (e.g.varelesssensor network)
N it might happen that these links are noisy (e.g., they are
_ Z (N) 1= o(r)] o0 (r) ) affected byfading). Studying such a scenario is difficult, since
; )
i=k

= P{at leastk sensors decide féf,|Hy}

the presence of fading might create correlations among the
sensors [10]. The analysis and optimization of wireless@en

Therefore, networks is, therefore, a complicated problem. In order to
= ‘ ‘ derive significant insights into this problem, in the foliiogy
P, = 3 Z ( ; )[1 —&(1 — 8)]' N (1 — 5) we consider a simple model for a noisy communication link.
i=0 A noisy link between a sensor and the AP is modeled
1N /N _ _ as a BSC with parameter, corresponding to the cross-over
+5 ( .)[1 — o(r) @V (7). (8)  probability* [19]. In other words, the bit transmitted by the
i=k

sensor has a probability of being “flipped.” The parameter
The behavior of the probability of error, as a function of will depend on the specific characteristics of the sensors-
the threshold value, is shown in Fig. 2, in the case withAP communication links (e.g., modulation format, presence
SNReensor = 0dB. As one can observe from Fig. 2, for eaclof channel coding, presence of fading, detection strategy a
decision rule the probability of error is a quasi-convexdiion  the AP, etc.). Assuming binary hard decision at each seifsor,
of 7 and has an absolute minimum. Numerically, one can is the decision sent by thieth sensor, the AP will receive
characterize the absolute minimum depending on the valine following information:
Of N. | | | eceved_ | U with probability 1 — p
. N odd: the pptlmal yalue of is s/2; the best fusion rule U “ 1 1—w with probability p.
is the majority rule i.e.,k = | N/2] + 1. o -
« N even: between the optimal value for the threshold We now extend the derivation of the probability of error
ands/2 there is an offset that, in general, depends on (ﬁyoposed in Section Il in order to encompass the presence
the number of sensord , (ii) the sensor SNR? and , 5
iii) the fusi le. In particular. the best fusion rules a We remark thqt the sensor SNR, |.S_l,\IRScnsor = s-, is the SNR at
(iii) t. e fusion rlj' -Inp K . o7& each sensor relative to the local detection of the commomgrhenon (or
obtained selecting = N/2+1 (i.e., adopting a majority state of nature). Each communication link between a sermsbittze AP can
ru|e) ork = N/2. For both fusion rules, by properlybe qharacteri_zed by an SNR at t_he AP. In this paper, hqweverdmvn_ot
Selecting the threshold valuethe probability of decision explictly consider the communication link SNR, since we asely describe

- the communication link as a BSC, which is completely chammed by the
error is the same. single parametep.



the following analytical expression:

10" P cflb(p) = Slggo P
k—1 N
1 N i N—i NY —i
=5[Z<i>(1—p)zpjv +Z(i)p(1—p)N ]
10° i=0 i=k

From the results shown in Fig. 3, one can conclude that

o e 408 increasing the sensor SNR beyond a critical threshold does
w0’ oo SNR,,..= 808 not lead to any significant performance improvement, for any
*:zz% EEEEE By value of p. This might have practical implications on the
& lower bound design of sensors, in terms of their detection accuracytiaro
10° 01 02 03 0.4 05 words, one should not increase the sensor sensitivity witho

" limit, but, rather, should find the critical sensitivity athigh

Fig. 3. Probability of error, as a function g¢f for different values of the the ultimate theoretical performance is practically achie
sensor SNR. The number of sensorsNs= 3. The curve labeled “lower

bound” corresponds to the theoretical limit WBNRsensor = o00. B. Sensor Networks with a Generic Number of Noisy Links

We now extend the previous analysis to encompass the case
o . with a generic numbet < N of noisy links and, consequently,
of bit flipping. More precisely, we want to evaluate th

final probability of error (4) in a sensor network with noisy —dlde.al Imks_,. 'I_'he fusion rule is the majority-like rule given
communication links. We consider a majority-like fusioreru In (3), with optimized value of:.
as described in Section II-A, with optimized valuesiofnd In order to evaluate the probability of error, we first comgut

: ; . . : the first term on the right-hand side of (4), i.&(uy =
7. We first consider a scenario where all links are noisy. H,|Hy). Let us denote byl, < d the number of bit-flipped

;h<er]1v \Il;/rfksgzrrlsrr?gizsi/ the obtained results to the case Whﬁﬁ s associated to sensors in error, i.e., sensors whicluee
= : for H; whenH, has happened, and by < N —d the number
of ideal links associated to sensors in error, i.e., senshish
decide forH; when H, has happened. With these definitions,
After proper algebraic manipulations, it is possible towhothe AP might maké a final erroneous decision i, + i, > k,
that the first term in the expression (4) for the probability qyith ¢, < {0,...,d} andi. € {0,...,N — d}. Depending
decision error can be written as on the relations between the intege¥s & and d, one can
Pl i) = Pl <k sensors ot U e oloning o cases espeeivel: €
_ kz_:l (N) i pN-—i ©) and (d)d < k, N —d > k. After tedious manipulations, the
P i) cltel expressions foP?(uo = Hi|Hp) in the considered four cases
B are shown in Table I, where
where P,y = (1 — p)[1 — ®(7 — 8)] + p®(r — s) and Ps; =
1—P.. Simil(arly, t)h[e secénd te)r]m of (4(1) can) be written as Peny = P(ug = 1|Ho,p = 0) = 1 - &(7)
. andPCH =1-—FP.myq,.
P(uo = Hi|Ho) = P{i =k sensors for; |Ho} We then consider the second term on the right-hand side of
i <N>Pi pN—i (10) (4), i.e., P(up = Ho|H;). In this case, the AP makes a final
i ) e2hc2 decision error whem < k — 1 sensors decide faok;. Let us
define byd. andi. the number of sensors not in error (i.e.,
wherePeo = (1 —p)[1 — ®(7)] + p®(7) and P;, = 1 — Psy.  they decide forH, even if H; has happened) connected with
The probability of error (4) can then be evaluated nuioisy and ideal links to the AP, respectively. A final deaisio
merically, by using the derived expressions (9) and (10). &rror might happenf d. +i. < k — 1, with d. € {0,...,d}
particular, the probability of error depends on (i) the d@n  andi. € {0,..., N — d}. As for the computation of(uy =
threshold valuer at the sensors, (i) the sensor SNR and H,|H,), four possible cases can be distinguished, depending
(iii) the probability of bit-flippingp. on the values ofV, k andd: (@)d <k—-1, N—-d<k-1,
In Fig. 3, the probability of error is shown as a functionofb) d <k -1, N—-d>k—-1,(c)d>k—1, N—-d>k—1
the bit-flipping probabilityp, for various values 08NRgensor, and (d)d > k — 1, N —d < k — 1, respectively. Extending
in a scenario withN = 3 sensors. As one can observethe previous analysis, one obtains the analytic expressmn
regardless of the sensor SNR, for increasing valueg tife P(ug = Hy|H;) shown in Table Il, where
probability of error becomes unacceptable. Tower bound P A Plue = HolH:) = ®(r —
corresponds to a theoretical case where the sensor SNR is e, = Puo = HolHy) = &( — )

?nﬁnite' This lower boun(_j' C_Ien_Oted dﬁflb_(?)) (to under_”ne 2The reader should observe that if a sensor is in error andtt@ifsmitted
its dependence on the bit-flipping probabilify; can be given to the AP is flipped, then the bit actually received by the ARdsrect.

A. Sensor Networks with All Noisy Communication Links

i=k



TABLE |
ANALYTIC EXPRESSIONS OFP(ug = H1|Hp) IN THE FOLLOWING FOUR CASES (A)d > k,N —d >k, (B)d >k, N —d < k,(C)d< k,N—-d <k
AND (D)d < k, N —d > k.

[ Case] P(ug = Hi[Ho) |
@ [ Xho [ rErs NI, (P P+ i (D PEPS U=k - 1)
0) | S5 o n [ PSP SN (N Pl P ]+ 0 s (P PG U=k = 1)
© Sk | ()P PG " SN g, () Pl P ]
(d) Zille:o [(di)PCdze Pcd;dc ZZI-Z;Zfde (li\:ii)Peiﬁo Pcl\rflgdiic]
TABLE Il

ANALYTIC EXPRESSIONS OFP(ug = Ho|H1) IN THE FOUR CASES CORRESPONDINGTA) d < k—1,N—-d<k—-1,B)d<k—-1,N—-d>k-—1,
©d>k—1,N—d>k—1aND(D)d>k—1,N—-d<k-—1.

[Case] P(uo = Ho[H1) |
(@) S mbramn () P& P S e (N Bl PR+ S Y (D P R
(b) S0 [ PP S (N Pl P
© E o [ Peepe ™ S (Y Pl P ]
@ | S5 ey [ PSR (Y Pl PR U —d - )+ SN () péepd

and P, = 1 — Pen, . 0.30
C. EXC|USi0n Of SeI’ISOI‘S W|th NOisy LinkS 0.25— Use theN-d=3 non-bit-flipped sensors —
. . . . . e . (region above the curve)
For increasing number of noisy links, it is possible to show I 1

that the sensor network performance (in terms of probgbilit 0201 .

of decision error at the AP) degrades rapidly. At this painig I M o Pi710% p0.16 |

might consider an “intelligent” AP, which neglects the deci Possr |

sions of a sensor if the link is noisy. For example, in a wisle 010; Use alN=5 sensors | o P710°p=010 1
sensor network, each sensor could send a pilot symbol to th |~ [eeeeieans N

AP, which, consequently, could determine the status of the oosl B e_pezlos,pzo,m |
corresponding link. Obviously, if some sensors are exaude I . P10 |

there is a loss of information. Therefore, selective elation 0.00 ! ! ! =

of the noisy links will lead to a performance improvement ° ° SNRS:;,[dB] 1 2
depending on the value qf, i.e., on the probability of bit

flipping over noisy links. Fig. 4. Critical bit-flipping probabilityp as a function of the sensor SNR,

. . relative to a sensor network with = 5 sensors and = 2 bit-flipped links.
In general, given a particular sensor network structuve (the curve divides two regions: in the above region the begfopeance is

sensors and noisy links), for each value of the sensor SNRbtained by selecting only th& — d = 3 non-bit-flipped links, whereas in

it is possible to determine the critical bit-flipping proliéi the region below the sensor network works better usingVal= 5 sensors.
which discriminates between (i) using all sensors or (iings

only the subset of sensors with ideal links. In a networ® €rror betweenl0~* and 10~°. For example, consider the
scenario withV = 5 sensors and = 2 noisy links, the critical Sensor SNR corresponding & = 10_?5_ if p < 0.10, then

bit flipping probability is shown, as a function of the sensdfSing all sensors will lead to a probability of error loweath
SNR, in Fig. 4. The diagram has to be interpreted as followk)™"; for p > 0.10, the lowest possible probability of error
Given a particular sensor network scenario with a givenaendedual t0107%) is obtained by using only the sensors with
SNR and a particular value gf (which will depend on the ideal links.

status of the channel between the sensor and the AP), on&/e remark that our results in Fig. 4 show that the critical
determines theSNReensor,p) Network operating point: if this bit-flipping probability decreases for increasing valuéshe
point falls above the critical curve, then the AP should Begl sensor SNR. In other words, whenever sensors are very
the sensors with bit-flipped links; otherwise, if this pofalls sensitive (i.e., the sensor SNR is high), then the presefice o
below the critical curve, then the AP should use all sensoescen a low link noise has a significant impact on the sensor
For ease of understanding, we have also indicated theatritinetwork performance—in fact, the best operating regime is
(SNReensor»p) Operating points corresponding to a probabilityhe one corresponding to selective elimination of the senso



for noisy communication links between sensors and AP, and

we have analyzed the corresponding network performance, in

terms of probability of decision error at the AP. For each

value of the sensor SNR, we have shown the existence of

a critical bit-flipping probability. for values higher than this

critical value, network performance is optimized by disliag

the decisions coming from sensors with noisy links; for eslu

of p lower than this critical value, network performance is

optimized by using the decisions from all sensors. Our tesul

show that the critical bit-flipping probability is a monoten

> cally decreasing function of the sensor SNR.

05 5 m 5 % The different sensor network operating regimes, depending
SNRiensorl4E] on the number of noisy links and the noise intensity over such

Fig. 5. Critical bit-flipping probabilityp as a function of the sensor SNR, “nl.(s’ could be fOI’CQd by the use of a suitable MAC prOtoPOI

relative to a sensor network with = 5 sensors and = 2 bit-flipped links (With channel sensing) at the AP. We are currently working

with one and two observations per sensor, respectively. on the design of a “smart” MAC protocol at the AP. We are

with noisy links. On the constructive side, sensors whigh af!SO €xtending our approach to encompass the presence of
selectively excluded could be temporarily turned off (ehy. duantization at the sensors.
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